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Getting started

What happensat your first sign-in, what yourworkspace already contains, and the four things
worthdoing beforeyouinvite anyone.

Yourworkspaceiscreated foryou. By the time thispage isuseful, it exists, it carriesyour
company’sname, and youareits first administrator. Thispage coversthe first hour after that.

Thisguideisabout setting the workspace up: spheres, people, roles, keys. The day-to-day work
—sendinginvitations, reading cards, dealing withthe onesthat lookwrong —isinthe Operator
guide, and administratorsdo allofittoo.

Your first sign-in
There aretwo waysinto the Portal, and they work the same way foreveryone youinvite later.

Signin with Google. If the addressyourworkspace was created withisaGoogle account, useit.
Thereisnothing to set up and nothing to remember, and your Google account’sownsecond
factorcoversyou.

Set a Spherum password. Yourinvitationcarriesalink forit. The linkisgood for sevendaysand
worksonce;if it hasexpired, askusforanother.

If youtake the passwordroute, youwillthenbe asked to set up asecond factorwithan
authenticatorapp. Foranadministratorthisisnot optional. Youwillbe showntenrecovery codes
once, and they are the only way backinto youraccountif youlose the phone. Save them
somewhere thatisnot the phone.

Operatorssigning inwithapassword are not required to set up asecond factor, but they can, and
itisworthaskingthemto.Once they have, they are challenged exactly asyouare.

Thereisno sign-up formanywhere in Spherum. Nobody reachesyourworkspace except through
aninvitationyousend.

What’s already set up

e Yourcompany’sname — fixed at the time yourworkspace was created. Write to usif it
needschanging.

e Thespheresyoupurchased

* Yourownadministratoraccount



Whatisn’t

e Whatyourspheresaskpeoplefor.Eachone arrivescarrying adefault set of fieldsand
nothing more — Spheresliststhem.

e Anyoneelseonyourteam
¢ Anyofthepeopleyouwanttoreach

Thosethree areyours. The orderbelowisthe one that savesthe most work.

What todo first

Add a second administrator. Aworkspace alwayskeepsat least one, and Spherumwillrefuse to
archive the last one — but assingle administratorisstillone lost phone away fromaworkspace
nobodycangetinto.

Decide what your spheres ask for. Every sphere arriveswithadefault set of fieldsinit. Add what
youneed,remove whatyoudon’t,and do it before anyone fillsanythingin.

Add your operators. Anoperatorworksonlyinthe spheresyouassignthem;anadministrator
seeseverything. Deciding that split now meansyousetitup once.

Invite one person, and watch what happens. Invite yourself if youlike. Seeing the flow fromthe
otherside onceisworthmore thanreading about it. Invitations coversthe sending.

What inviting someone does not do

Adding apersonto yourworkspace createsaninvitation,not arecordyoucanread. Untilthat
personfillsintheirowndetailsand grantsyourcompany access, thereisnothing there —and after
they grantit, yousee that they have granted it and how many contactsthey hold, neverthe
contactsthemselves.

Thisisthe part most people have to see once before they believeit. Itisalso thereasonthe
productworks: the people youinvite are being asked to share something withyou, not to hand it
over.


https://docs.spherum.ae/guides/administrator/spheres
https://docs.spherum.ae/guides/operator/invitations

Administrators and operators

Thetworolesthatrunyourworkspace, which sphereseachcanworkin, how to help somebody
locked out, and the two thingsthe Portalwon'tlet youdo.

Teamliststhe people who runyourcompany inthe Portal. Only administratorsseeit.

Thetworoles

Administrators see and do everything: every sphere, every template, the teamitself, the
settings.

Operators workinthe spheresyouassignthemand nowhere else. They invite people, read cards
and handle the day-to-day. They do not manage the teamand they do not touch settings.

The splitisworthmaking eveninasmallcompany. Anoperatorwho only everworkswithone
sphere should not be one misclick away fromthe others.

Adding somebody
Team - New manager. Name, email, role, and — foranoperator — the spheresthey willworkin.

Creating therecord doesnotinvite them. Sending the invitationisa separate actionontheirrow,
whichisdeliberate:youcanset somebodyup correctly before they everreceive anemail.

Spheres

Anadministratoris givenevery sphere the company holds; theirrow shows All spheres and there
isnothingto choose.

Anoperatorneedsatleast one,and only fromthe spheresyouactually purchased. If your
company holdsexactly one sphere, itisfilledinforyou.

Change the assignment later by editing therow. Anoperatorwho losesaspherelosesaccesstoit
immediately.

When somebody is locked out
Two actionssit oneachrow once that personhasbeeninvited.

Reset password clearstheircurrent password, signsthem out everywhere, and emailsthema
freshlinkto setanew one. Theirold password stopsworking at once. Thisisthe administrator-run
versionof “I forgot my password”.
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https://docs.spherum.ae/guides/operator/reading-a-card

Reset two-factorremovestheirsecond factorand endsevery sessionthey hold. They setit up
againontheirnext sign-in.

/\ Caution

Use the second one carefully. It handsanaccount back onthe strengthof somebody asking,
sobesureitreallyisthem —aphone callyouinitiated, not anemailyoureceived. Ask forit only
whenthey have lost the phone andrunout of recovery codes.

Editing and archiving
Editing arow changesaname, anemailaddressorarole.
Archivingremovessomebody fromthe Portal. Two things the Portalwillnot let youdo:

¢ Archive yourself. Someoneelsehasto doit.
¢ Archive the last active administrator. Acompany alwayskeepsatleast one.

Youalso cannot change yourownrole. Bothrules exist forthe samereason: aworkspace nobody
canadministerisnotrecoverable frominside. ;< therecanbeontyone:There canneverbe none.

Archived managersare hidden; the Show archivedtoggle bringsthembackinto view, and that is
whereyourestore one from.

Owners are not managers

The peopleyouinvite to share emergency contactsdo not appearonthisscreenand havenorole
here.They signinto theirownplace, hold theirowndetails, and grant orrevoke access
themselves.

Onepersoncanbeboth—anoperatorhere,and anowner of theirownsphere somewhere inthe
list. The two are unrelated, and neither gives themanythinginthe other.


https://docs.spherum.ae/guides/administrator/people#getting-people-into-a-sphere
https://docs.spherum.ae/guides/for-your-people/revoking-access

Spheres

What asphereis, the default set of fieldsit startswith, and why itstemplate stopsbeing editable
the moment somebodyfillsitin.

Asphereiswhere youdecide what apersonwillbe asked for — and so what endsup stored, both
inyourworkspace andintheirs. Youhold the spheresyoupurchased: Internal foryour own staff,
External forpeoplewho are not. Eachcarriesitsowntemplate anditsownpeople.

The default set

A sphere that hasneverbeensaved usesabuilt-inset: eight fieldsinthree groups, three of them
mandatory.

ltisastarting point,notafloor. Untilthe template freezesyoucandelete every one of themand
ask forsomething else entirely — the defaults carry no special standing beyond being there first.

Group Field Type Mandatory
Owner Ownername Text yes
Owner Owner address Address yes
Preferred contact Name Text no
Preferred contact Relationship Text no
Preferred contact Phone Phone yes
Backup contact Name Text no
Backup contact Relationship Text no
Backup contact Phone Phone no

The orderisdeliberate: the ownerfirst, thenwho to call.

® Note

Nothingisstored untilyousave atemplate. Untilthenthe sphere quietly uses this set.


https://docs.spherum.ae/guides/administrator/getting-started#whats-already-set-up

Corporate email

A systemtoggleratherthanafield, andinternal spheres only. Whenitis on, anyone joining through
asharedinvitationlink isasked for their corporate emailaddress — that answeriswhat tiesthemto

yourcompany. Invite somebody by name and the questionnevercomesup, because you
supplied the addressyourself. Itisonby default.

Adding your own

Addafield by namingit, choosing atype and puttingitinone of the three groups. Fourtypes: text,
phone, email, address.

Threerulesthe editorenforces:

e Afieldneedsaname.

¢ Two fieldsinthe same group cannot share aname. The same name intwo different groupsis
fine —aphoneunderPreferred contact and aphone under Backup contact are exactly that.

¢ Thetypedecidesthe controlthe personseeswhenfillingitin, nothing more.

Youcanalso make one of the default fieldsmandatory that wasn’t. Backup phone is the usual
candidate.

What freezes, and when

/N Caution

Thisisthe one decisiononthispage thatisexpensive to get wrong, so the templateisworth
spending time onbefore yousend the firstinvitation.

The templateiseditable freely right up untilthe first personinthat sphere grantsyourcompany

access. Fromthatmomentitisadd-only:

e Existing fieldscannotberemoved, renamed, retyped, moved betweengroups, or
switched betweenmandatory and optional.
* New fieldscanstillbe added at any time.

The freezeispersphere. Afrozeninternal sphere saysnothing about anexternalone.

Thereasonfortheruleisthat people have already answered the old questions: renaming afield
afterthefactwouldsilently relabelwhat somebodywrote, and removing one would throw it
away. Add-only means ananswer always stillmeans what it meant whenit was given.
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Who can edit atemplate

Administrators configure every sphere the company holds. Operators configure the spheres
assigned to them, and only those. Configuring atemplateisnot anadministrator-only act — an
operatorrunning asphere isusually the personwho knowswhat it should ask.

Fields the person adds themselves

Someone fillinginasphere canadd fields of theirownbeyond what you asked for. Those fields
land inthe Owner group, are never mandatory, and belong to the grant they were added under.

Youasked forwhat youneed. They may have more to say.


https://docs.spherum.ae/guides/administrator/roles#the-two-roles
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Managing people

Adding peopleto asphere, reading the ownerslist, and what archiving does that revoking
doesn't.

Everything onthispage happensonDashboard, the screenyouland onwhenyousignin.

The Portalcallsthe people youinvite owners, and the word isdoing work: they own the details,
andyouhold apermissionto see them. Every ownersitsinexactly one sphere.

Thispage coversputting peopleinto yourworkspace and taking themout of it. Sending the
invitations, chasing the onesthat go unanswered and reading what comesback are day-to-day
work, andthey areinthe Operatorguide —asanadministratoryoudo that side too.

Gettingpeopleintoasphere

Two ways. Add ownerputsone personin, by name and emailaddress. Generate invite link
publishesalinkthatletspeople add themselvesto asphere youpick —usefulwhenthereisno list
toworkfrom.

Eitherway youend up witharow and aninvitationwaiting to be answered, and nothing you can
read untilitis. Bothare day-to-day workand bothare set outin|nvitations, along with sending,
resending and what to do whennobodyreplies.

Reading thelist

Eachrow carriesthe owner’sname and corporate address, their sphere, how many contactsthey
hold, whetherthey have atoken, whentheirdetailslast changed, and their status.

Contactsisacountand staysacount.Itisthere soyoucantellafilled-incard fromanempty one
without seeing anythinginside it.

Attheend of therow:the paperplane toinvite orresend, and abin. Once somebodyisactivated
the plane becomesachevronthat openstheircard — Reading.acard coverswhat isbehindit.

Abovethelist: asearchboxthat matchesname oremail, astatus filterand asphere filter. The four
statusesare Activated, Invited, Not activated and Revoked — what eachone meansisset outin
Understanding grant states.

Beside the Ownersheading youwillfind how many seatsyouare using. Revoked owners stillhold
theirs.
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Taking thelist out of the Portal

The exportbuttonabove thelistdownloadswhatisonscreenasaspreadsheet —whateveryour
filtersare showing, no more. Itisoffered asCSV orasarealworkbook.

It carrieswho youhold and the state they arein: name, address, sphere, status, the dates, whether
they have atoken. It nevercarriesasingle field value fromanybody’scard. Arosterisalist of
people,notaway to move contact detailsout inbulk.

Afiltermatching nobody stillgivesyouafile, withjust the headerrow init. Anempty answeris an

answer.

Archiving

/\ Caution

Thebinarchives. Ninety dayslaterthe archived person’sdetails are cleared, and that part
doesnotcome back.

Thebinattheend of arow archives. It doesnot delete, and nothinginthe Portaldoes — despite
theicon.

Archived ownersdrop out of the list; the Show archived toggle bringstheminto view, and that is
whereyourestore one from.

Archivingisyourcompany endingitsownconnectionto aperson—someoneleft,oryouno
longerneedtoreachanyone ontheirbehalf.

e Theiraccessendswithit. The card stopsbeing served.

e Theirownview showsthe connectionasended, and asended by you. They are nevertold
theyrevoked something they didn’t.

e Theseatisfreed.Thisisthe only way aseat comesback —revokingdoesnot free one.

¢ Ninetydayslatertheirdetailsare cleared. What remainsisthe record that consent was given
and when, whichisnot something either side should be able to erase.

e Archivingdoesnottouchtheirsphere.ltistheirs,and they keepiit.

Anarchived owner canstillsigninand manage what they hold. Archiving isyour side of the
relationship, not theirs.

Bringing somebody back

Withinthe ninety daysyoucanrestore anarchived ownerand the clockis cleared.



Re-inviting somebodywhose accessended isdifferent. It reopenstheinvitationand they must
agree again—nothingisservedinbetween, and theircard doesnotresume where it stopped.
Consent that wasrevokedisnot something acompany canswitchbackon.

Doing this from your own systems

Adding people and archiving thembothhave anequivalentinthe Integration API, along with
inviting. If yourrosteralready livesinanHR system, that isusually the better place forthisto
happen— see the APloverview.


https://docs.spherum.ae/api/overview

Settings

Issuing and revoking Integration APl keys, where your company's APl documentationlives, the Al
assistantsyourteamhasconnected, and yourownsecond factor.

Settings sitsat thefoot of the navigation. It hasthree tabs: APl keys, whichonly administrators
see;Connected apps, where everyone sees the Al assistantsthey have connected;and
Security, whichisyourownaccountandisopento everyone.

APl keys

Akeyletsanothersystem —anHRplatform, usually — invite people and read their status through
the Integration API, without anyone sharing alogin.

Onekey actsforthe whole company. Thereisno per-sphere scope, so akey youissue reaches
every sphereyouhold.

What akey neverreturnsisthe contentsof acard: no contact’sname, no phone number, no field
value of any kind. It canreturnalinkto where acardlivesinthe Portal, but alinkisanaddress, not

access — following it stillrequires asigned-in Portal session, and the card s stillonly shownto
somebodywhose permissionthe ownercanend.

Issuing one

/\ Caution

The key isshownonce. Spherumstoresahash of it and cannot show it again; neither canwe.
Copyitintowhereveritisgoing beforeyouclose the dialog. If youloseit, revokeit and issue
another —thatisnot afailure,itistheintendedrecovery.

New key, and giveitaname.Name it afterthe systemthat willuseit, not afterthe personcreating
it —inayearthe nameisthe only thing telling youwhat akeyisfor.

Thevalue carriesarecognisable prefix, soif it everendsup inacoderepository, automated secret
scannerscanspotit.

Living with keys

Thelistidentifiesakey byitsname,itslast fourcharactersanditsstatus. Thatisenoughto telltwo
keysapart without thelist being abletorevealeither.

Revoking takes effectimmediately, and revoking twice isharmless. Arevoked key staysinthe list:
therowistherecordthat the credentialexisted at all, and deleting it would be deleting history.
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Issuing and revoking bothgo into the compliance trail, whichneverrecordsthe key itself.

Revoke akey whenthe systemusingitisretired, whenthe personwho setitup leaves, orthe
moment yoususpect it hasbeenseenby anyone who shouldn’t haveit. Thereisno costtoissuing a
freshone.

Your APl documentation

Thistab also carries the linksto yourcompany’sownlIntegration APl documentation —the ones
youhand to whoeverisbuilding theintegration.

Thoselinks are private. The key inside the URL iswhat makesthemyours, so treat them the way you
would treat acredential: send themdirectly to the personwho needsthem, notinto agroup chat.
Connected apps

Whensomebody connects Claude or ChatGPT by signing in, the connectionislisted here: the
app, the person, whenitwasconnected, and whenit waslast used.

Everyone seestheirownconnections. Asanadministratoryousee everyone’sinthe company,
andyoucandisconnect any of themwiththe binicon —the assistant stopsworking atonce. Do it
whenalaptop goesmissing orsomebody leaves;archiving apersonendstheirconnectionstoo.

Aconnectionisnot akey.Itactsasone person, withtheirrole and spheres, and lastsat most 90
daysbefore they signinagain. An APl key actsforthe whole company untilyourevokeit.

Security

The secondtabisyourownaccount:yoursecondfactorand how manyrecovery codesyouhave
left.

EveryoneonTeamcanopenit —operatorsaswellasadministrators. Itisabout yourownsign-in,
not about managing anybody. Resetting somebody else’sfactorisadifferent thing and liveson
Team, whichalso coverswhenusingitisappropriate.

Whatrecovery codes are for

They are awayin,notaway to repairyoursecond factor. Whenyoucannot produce acode from
yourauthenticatorapp — the phoneislost, wiped orinsomebody else’shands — arecovery code
signsyouinthat one timeinstead.

It doesnotrestorethe factoranditdoesnot moveittoanew phone.


https://docs.spherum.ae/guides/administrator/ai-assistant
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Eachcodeworksonce.If yourunout, orneversaved the set youwere shown, anadministrator
canclearyourfactorfromTeamandyousetit up fromscratchonyournext sign-in. Thatis the last
resort, not the normalpath, and it means somebody hasto be sureitisreally youasking.

& Tip

Generate afreshset while youstillhave someleft. The moment youneed acodeisnevera
convenientmoment to find out there are none.




Adding Spherum to your company's Claude or
ChatGPT

Foradmins of Claude Team or Enterprise and ChatGPT Business, Enterprise or Edu: adding
Spherumasaconnectoronce, so eachpersoncanthensignintoitasthemselves.

Onacompany planof Claude or ChatGPT, people oftencan’tadd aconnectorthemselves.
Whoeverrunsyourcompany’s Claude or ChatGPT workspace adds Spherumonce, foreveryone.
Afterthat, eachpersonconnectsit and signsinto Spherumasthemselves, withtheirownrole and
spheres —nobody sharesanaccount.

If thatisyourIT teamratherthanyou, send themthispage. If yourteamusespersonal Claude or
ChatGPT accounts, skip it: eachpersonconnects Spherumthemselves.

Youneedthe serveraddress.Itisthe sameforevery company:

https://api.spherum.ae/api/public/v1l/mcp

Claude Team and Enterprise

Who can addit: anOwneroraPrimary Owner. OnEnterprise, also anyone withacustomrole that

includesManage access to Libraries

1. OpenOrganization settings = Connectors and choose Add.
2.HoveroverCustom and choose Web.
3.Nameit Spherum — thisiswhat people seeintheirlist — paste the serveraddress, and press
Continue.
4.Set the sign-inoptions:
o Authentication: Signin now.
o OAuth client: Register automatically. ClauderecommendsUse Claude's
published identity,butSpherumdoesn’tsupportityet.
o Request headers: leave empty. Eachpersonsignsinto Spherumasthemselves.
5.PressAdd.

Then, each person opens Customize -» Connectors, finds Spherum, and presses Connect.
Spherum’ssign-inpage opens: they signin, check the confirmationpage, and press Allow.

Adding the connectorgivesnobody accessbyitself. Apersonwho hasno Spherumaccount, or
signsinwiththe wrong one, getsnothing.


https://docs.spherum.ae/guides/administrator/ai-assistant

ChatGPTBusiness, Enterprise and Edu

Who can add it: workspace adminsand owners. OnEnterprise and Edu, admins canalso let
selected membersadd connectors, throughrole-based access.

1.OpenPlugins, press +,and choose Add custom MCP server.

2.Nameit Spherumand paste the serveraddressunder Connection.

3.Choose OAuth asthe authentication.

4.Read the warning, tickl understand and want to continue, and choose Create as a
plugin. The discoveredtoolsarelisted forreview.

5.Publishit to the workspace. OnEnterprise and Eduyoucanchoose whichgroupsgetitand
whichofitsactionsare allowed.

Then, each person picks Spheruminachat —type @ inthe message box —and signsinto
Spherumwhen ChatGPT asks.

OpenAl changesthese screensoften. If alabeldiffers, theirarticle Connecting.custom MCP
serversin ChatGPT hasthe current steps.

Afteritis added

Pointyourpeopleto the guide fortheirrolein Spherum: administrators oroperators. It walksthem
throughsigninginand the confirmationpage.

InSpherum, anadministratorseesevery connectionunder Settings -» Connected apps —who
connected whichassistant, and whenit waslast used — and candisconnect any of them.
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Connecting Claude or ChatGPT

Lettingyouandyouroperatorsmanage employeesfrom Claude or ChatGPT by signing in, how to
connect, whatto check,and how to see and end every connectioninthe company.

Youandyouroperatorscanlook afterthe employeelist from Claude or ChatGPT. Eachperson
connectstheirownassistant by signing into Spherumasthemselves;nobody copiesakey.The
assistant thenworkswiththat person’srole and spheres, and it never seeswhatisonanyone’s
card.Asanadministrator, youalso see every connectioninthe company and canend any of them.

What a connected assistant cando

Sixthings, the same onesanybody doesonDashboard:

You ask What happens

“Who hasn’t accepted theirinvitation ltlists therecords the person can see, with their status
yet?” andalinkto eachinthePortal.

“Invite Mary Major,

, , Onerecordis created and theinvitation goes out.
mary.major@example.com, Internal.

“‘Addthesetwelve people, butdon’temail Upto20recordsatatime. Nobodyis emailedunless
themyet.” asked.

Re-sendstosomeonewhohasn’tgranted access

“Send Mary herinvitationagain.”
yet.

Archives therecord, frees the seatand ends your
“Richard Roe has left. Archive him.” ) , Y
company’s accesstohiscard.

Takestherecordoutofthearchive. Access does not

“Richardis back. Restore him.”
comebackbyitself: he grantsitagain.

It asks before it acts. Inviting, re-sending and archiving reachrealpeople, so the assistant
confirmsfirst.

What it cannot do, by design:read acard, revoke anyone’saccess, work withtokens, export or
print, manage yourteam, spheresorbilling, orchange settings. Those stay inthe Portal.

A connectionoranAPlkey?

Bothreachthe same sixactions. They differinwho isacting.


mailto:mary.major@example.com

Connecting by signingin An APl key
Whoitacts Oneperson, with theirroleand
Thewhole company, every sphere
as spheres
Who setsit
up I Each person, forthemselves An administrator
Whereit Claude, ChatGPT HR systems, scripts, localtools such as
works Claude Code or Cursor
How longit . . . .
lasts Upto 90 days, thensigninagain Untilyourevokeit
Di tedin Setti
How itends sconnectedin Settings = Revoked in Settings —» APl keys
Connected apps

Forpeopleworking fromachat, use connections. Keysare for systems — see Connect anAl
assistant forthe technical setup.

Before anyone connects

Who can connect. Administratorsand operators, eachforthemselves. Spherumstaff accounts
cannot connect appsto yourworkspace.

Their Claude or ChatGPT account. Any accountworks. It doesnot have to use the same email
addressas Spherum, and the two are neverlinked beyond the connection.

Company plans of Claude or ChatGPT. If yourteamusesacompany workspace of Claude or
ChatGPT, itsadminmay have to add the Spherumconnectoronce before memberscanconnect
— send them Adding Spherumto your company’s Claude or ChatGPT. After that, eachperson
signsinto Spherumindividually.

The server address, inSettings = Connected apps, witha Copy button. Itisthe same for
everyone:

https://api.spherum.ae/api/public/v1l/mcp

To getyouroperatorsstarted, send themthe addressand the operator’'sguide to connecting.

How connecting works

The flow takes about aminute and happensonce perpersonand assistant.
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1.The person adds Spherum in their assistant, using the serveraddress.

2.The assistant sends them to Spherum. Abrowsertab opensonthe Spherumsign-in
page.

3.They signinwiththeirPortalaccount, second factorincluded.

4. Spherum asks them to confirm whichapp isconnecting, to whichcompany, and aswhom.
They press Allow.

5.They are backin the assistant, and Spherumappearsamongitsconnectors.

Connecting Claude

The same stepsworkinClaudeinthe browser (claude.ai)and inthe Claude desktop app.

If your company has already added Spherum foreveryone, openCustomize - Connectors,
press Connect next to Spherum, and go straightto step 5.

1.OpenCustomize -» Connectors and choose Add custom connector.
2.Giveitaname, forexample Spherum,and paste the serveraddress.

3.Leavethesign-inoptionsasClaude detectsthem: Sign in now under Authentication, and
Register automatically under OAuthclient.



B

Authentication &

© signinnow Detected
Each user signs in through the server's QAuth flow before they can use any
tools or resources.

Sign in when needed

Claude connects without credentials first and prompts users to signin
when the server asks. Pick this for servers that offer some tools without an
account

Mo sign-in

Pick this for servers with open access, or for servers that use an APl key
instead of OAuth,

OAuthclient ©
Use Claude’s published identity
The server reads Claude's client details from a URL Anthropic hosts (CIMD)
Mothing to set up, but the server must support it.

© Register automatically Detected
Clavde registers OAuth clients with the server as users connect (DCR)
Works with most servers, but creates many client registrations on busy
onegs
Use your own OAuth client

Enter a client ID you registered with the server yourself Leave the secret
blank unless yvour authorization server regquires one.

4.Press Add, thenConnectnext to Spherum.

5.1f a Claude sign-in page opens first, signinwith the same Claude accountyouare usingin
the app. Thisis Claude checkingitisyou,not Spherumyet.

6.The Spherumsign-inpage opens. Signin, check the confirmationpage, and pressAllow.

Inanew chat, make sure Spherumis switched oninthe connectors menuof the message box, then
askyourfirst question.

Connecting ChatGPT

Where Spherumworksin ChatGPT dependsonyour ChatGPT plan.

On any plan with Codex — in the ChatGPT desktop app. Spherumisaddedasaserverfor
Codex, andyouworkwithitinCodexratherthaninanordinary chat.

1.OpenSettings - Plugins, choose Add, and pick the customMCP option.



2.Giveitaname, forexample spherum, choose Streamable HTTP, and paste the server
address. Leave the bearertokenand header fieldsempty: yousignininstead. Press Save.

Type STDIO  Streamable HTTP

URL

https://mcp.example.com/mep
Bearer token env var
MCP_BEARER_TOKEN
Headers
Key Value
+ Add header

Headers from environment variables

Key Value
+ Add variable

3.0nthe MCPs tab, press Authenticate next toit. The Spherum sign-inpage opensinyour
browser.

spherum Auto v Authenticate 3 O

4.Signin. The confirmationpage namesthe app Codexand warnsthat youwillgo backto an
app onthiscomputer. Thatisexpected whenyoustarted fromthe ChatGPT app: press
Allow.



Connect Codex

An app calling itself "Codex"” wants to act as
you in Example company.

It will be able to

= search employee records and see where
their invitations stand

* invite people and re-send invitations

» archive and restore employee records

It acts with your role, in your spheres, and
never sees what is on anyone's card. You can
disconnect it at any time in Settings =
Connected apps.

After you allow it, you'll go back to an app on
this computer. Any program on this computer
could be listening there, so only continue if
you started connecting from an app here.

Cancel

Signed in as Richard Roe (richard.roe@example.com)

Sign in as someone else

5.ApagesayingAuthentication completeopens.Closeit,andthe Authenticate buttonis
gone.

Ask yourquestionsin Codex. Anordinary ChatGPT chat doesnot see serversadded thisway, and
willsay Spherumisn’t available.

On Business, Enterprise and Edu plans — in ChatGPT chats. A ChatGPT workspace admin
addsSpherumonce;youthenpickitinachatbytyping @ and signinto Spherumwhen ChatGPT
asks. Forthe admin’ssteps, see Adding Spherumto yourcompany’s Claude or ChatGPT. Onother
plans, ChatGPT chatseitherdon’t offercustomserversorletthemonly read.



https://docs.spherum.ae/guides/administrator/company-connector

The confirmation page

The one page where the persondecides. It shows:

Connect Claude

Claude wants to act as you in Example
company.

It will be able to

= search employee records and see where
their invitations stand

= invite people and re-send invitations

= archive and restore employee records

It acts with your role, in your spheres, and
never sees what is on anyone's card. You can
disconnect it at any time in Settings =
Connected apps.

After you allow it, you'll go back to claude.ai.

Cancel

signed in as Mary Major Imary.major@example.com)

Sign in as someone else

The company the app willactin,and who is signing in, at the foot of the page. Ifitisthe wrong
account, Signin as someone else startsover.

What the app will be able to do: the sixactions, and nothing else.

Where the browser goes back — the assistant the personstarted from. When Spherum cannot
confirmthe app, becauseitisnot Claude or ChatGPT oritreturnsto aprogramonthe computer,
the page sayssoinahighlighted box. Tellyourteamto continue only if they started connecting
fromthat app themselves.



Seeing every connection

Settings —» Connected apps listsevery connectioninthe company: the app, the person, whenit
wasconnected, andwhenit waslast used. Operators see only theirown.

Settings

APlkeys  Connected apps  Security

Connect Claude or ChatGPT by signing in as yourself. The assistant can then search
employee records, invite people, re-send invitations, and archive or restore records —
as you, in your spheres. It never sees what is on anyone's card.

Connect an assistant

Add this address as a custom connector in Claude or ChatGPT, then sign in to Spherum when it
asks.

https://api.spherum.ae/api/public/vl/mcp Copy

How fo connect your assistant

APP PERSON CONNECTED LAST USED ACTIONS
Claude Yiil 2 days ago 5 minutes ago 0]
via clauge.a

Codex | Richard Roe 12 minutes ago 2 minutes ago i}

richard.roa@example.com

The binicon disconnects at once. The assistant’snext requestisrefused;to useit again, the
personconnectsagainfromthe assistant.

Disconnect whenalaptop goesmissing, whenanassistant is shared that shouldn’tbe, orwhenyou
seeanappyoudon’trecognise.



Some things end connections for you. Archiving apersoninTeam ends all of theirs, and so does
anything that endstheir sessions: anew password, orresetting their password or second factor.

Everything anassistant doesisrecorded underthe personwho connectedit, exactly asif they
had doneitinthe Portal.

Howlong a connectionlasts

Up to 90 days. Afterthat, the assistant asks the personto signinto Spherumagain, second
factorincluded.Inbetween, it staysconnected onitsown.

When something goes wrong

What they see

What it means

“Spherumstaffaccounts cannot
connectapps”

They signedinwith a Spherum staffaccount. Signinwith a
company account.

“This workspaceis archived, sono
appcanbeconnectedtoit”

Theworkspaceis closed. Nothingcanbeconnectedtoit.

“Couldn’treachthe MCP server” in
Claude

Checkthe address against Settings -» Connected apps. If it
matches, write to support@spherum.ae.

The assistantcan’tfind somebody

Theyareinaspherethepersonisn’tassignedto. Assignthe
spherein Teamif they should seeit.

ChatGPTsays Spherumisn’t
availablein this chat

ltwas added for Codex. Askin Codex, or see Connecting
ChatGPTforchats.

The assistantasks to signinagain

The 90 days areup, or their sessions ended. Signin again
fromthe assistant.

Aninviteisrefusedbecausethe
person already exists

Arecordwiththatemailis already there, archived ones
included. Findit, andrestore orre-sendinstead.



https://docs.spherum.ae/guides/administrator/roles#when-somebody-is-locked-out
mailto:support@spherum.ae

