©

SPHERUM

Guide for your people

Generated 16 October 2026



Signingin
How yousigninto Spherum, how to add orchange anemailorphone, and whatto doif youlose
accesstoone.

Youreachyourcard by signing inwithsomething only youhold: anemailaddress of yourown, a
phone number, orboth. This page coverschanging them, and what to do if one stopsworking.

Ways to signin

An email, a phone, orboth. Withanemail, the six-digit code arrivesinyour mailbox. Witha
phone, it arrivesonWhatsApp. Eachone signsyouinonitsown.

Keep both. Itisthe best protectionyouhave:if youchange yournumberorlose yourmailbox, the
otheronesstillgetsyoutoyourcard. Once acompany canseeyour card, the card page suggests
adding asecondway to signinuntilyouadd one or dismissit.

Only you can change them. Everything here livesunder Account -» How you signin. A
company cannot change how yousignin: youraccount belongsto you, notto them.

Adding or changing one

Under Account » How you sign in, press Add next to the one youare missing, or Change next to
theoneyouwanttoreplace.Then:

1.Typethe new emailorphone and press Send a code.
2.The code goestothe new emailorphone, not the old one. Enterit to showitisyours.

Assoonasitisconfirmed, it signsyouin. Onachange, the old one stopssigningyouinatonce,
getsashort note saying so, and the messages Spherumkept forit are deleted.

Use a personal address. Anaddressonthe domainof acompany youarelinked to isrefused:
whenyouleave that company, yourway inwould go withit.

Already in use elsewhere. If another Spherumaccount already signsinwithwhat youtyped, you
aretold afteryouenterthe code. To use that account, signinwithitinstead.

Removing one

Withboth, pressRemove next to the one youno longerwant. It stopssigning youinand getsa
note saying so. Yourlast way to signincanbe changed, but not removed: without it there would
benowaybacktoyourcard.



The notewe send

Every add, change orremovalgetsanote, so achange youdid not make cannot go unnoticed. A
change oraremovalisreportedto the emailor phone that was takenaway; anaddition, to the one
youalready had.

“Your Spherum sign-in email address was changed” iswhat the old addressreceives aftera
change.If youmade the change, thereisnothingto do. If youdid not,someone used aphone or
computerwhere youwere signedin: write to support@spherum.ae and we willhelp youbackinto
youraccount.

“Aphone numberwas added to your Spherum account”, oranemailaddress, goesto the one
youalready had. If youdid not addit, signinandremoveit.

If youlose access

If you have the other one, signinwithit and change the lost one under Account - How you sign
in.
If you are still signed inonaphone orcomputer, changeit there. Thatincludes Spherumonyour

phone’shome screen. A sign-inlasts14 daysfromthelast timeyouentered acode.

If neither works, youcannot getbackinonyourownyet. Write to support@spherum.ae froman
addressyoucanread, telluswhichcompany invited you, and give your Spherum D if youhave it —

itisinthe emailyougotwhenyougranted access. The company cannot change how yousigninon
your behalf.
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What you’re being asked to do

Youhave beensent aninvitationand asked to fillinsome details — this explainswhat that involves.

A company —youremployer, aclinic, asite youwork on — has asked youforemergency contacts:
who to callif something happensto you.

Youare nothanding themover. Youfilltheminonce,inaplace thatisyours,and thendecide
whetherthat company may read them. Youcanchange what isinthere at any time, andyoucan
end theiraccesswithout asking anyone. Untilyoudecide, thereisnothing forthemto read.

Theinvitation

An email, from a company you recognise. It carriestheirname and alink. The linkisgood for
sevendays.

If it hasrunout, orit neverarrived, askthemto sendit again. Nothingislost by resending, and
nothing youhave already filled inisundone by it.

It arrived at the address that company knows you by — yourwork address, if they are your
employer.

You sign in with something of your own — apersonalemailaddressoryourphone. Witha
phone, the code arrivesonWhatsApp. If youremployerinvited youasone of theirownpeople,
youtypeyourownonthelink page, it becomesyourlogin,and youremployernever seesit. If
someoneinvitedyoufromoutside, not asyouremployer, at yourownemailorphone, that is
alreadyyourlogin.

That separationisthe point. Yourdetailsare yours, not youremployer’s, so the way youreach
them cannot be something youremployer controls —whichisalso why the addressyousignin
withcannotbe onthe company’sdomain. If it were, leaving the company would take your
accountwithit.

® Note

Pick something youwillstillhave infive years — apersonal mailbox, one that doesnot belong
to anemployeroranyone who could close it without asking you, oranumberyouplanto
keep.

ltisyourwayin:every sign-incode goesthere. Youcanadd asecondway to signinand
change eitherone later — Signing.incovershow. It isalso what makesyouthe same person
whenasecond company invitesyou, so what youhave already filled infollowsyouinstead of
starting again.
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The code goes to you. Youget asix-digit code at yourownaddressoronWhatsApp, never at
the mailboxtheinvitationlandedin. Onceyouhavejoined, the code goesto youwhatever
addressistypedonthat page —so aforwardedlinkisnotaway in.If youhave bothanemailand a
phone, youchoose whichone getsit.

Some invitations are a shared link or a printed QR code — tapedto areceptiondesk, handed
out at asite entrance, printedinto anonboarding pack. Thereisno emailinthat case: yousupply
yourownemailorphoneyourself,and, if youare asked forit, the work address that tellsthe
company who youare.

Being invited creates nothing they canread. It createsyourname onalistand anempty card
behindit. Everything that followsisyourdoing.

Fillingin your details

One company, one permission. Signingintakesyouto the companiesthat haveinvited you —
straight through, if thereisonly one. Eachof them getsitsownpermissionfromyou: yougiveit to
that company alone andyouend it forthat company alone, and nothingyoudo to onetouches
another.

Youranswersare one set, notacopy percompany. Fillinaphone numberforone of themanditis
already there whenanother asksforthe same thing — youare not keeping two versions of yourself
up to date. What eachcompany differsinisthe asking:it only everseesthe fieldsonitsownform.

Yourname is already filled in, asthe company typed it whenthey invitedyou. Correctitifitis
wrong —fromhere onitisyours, not theirs.

The fields are the ones that company asks for. Usually yourowndetails, thenwho to call first
and who to callif thereisno answer. Mandatory onesare marked;therest youcanleave empty.

You can add fields of your own. Adoctor’'snumber, asecond address, anything the company
did not think to ask for. Anything youadd belongsto thiscard and goesto thiscompany along
witheverything else —itisnot aprivate note.

Saving is a draft. Youcanfillitinoverseveralsittings, and none of itisvisible to anyone while you
do.The company seesonly that theinvitationis stillunanswered.

Granting access is a separate step, anditis deliberate. The buttonstaysoffuntilevery
mandatory fieldis filledin. Pressit and that company canread thiscard fromthenon —read only,
nothing more. Youget aconfirmationemailwithyour SpherumIDinit.

After that, keeping it current is the whole point. Change anumberand the company seesthe
new one;thereisnothing tore-send and nobody to notify.If youareinahospital corridor, the
numberthey callisthe one youleft there thismorning, not the oneyougave at onboarding three
yearsago.



What acompany canand cannot see setsout the limits of what youhave just granted, and
Revokingaccesscoversendingit.

If you were also given a physical token —awallet card withaQRcodeonit —thatisaseparate
decision, and also yours. Linking it to yourself iswhat makesit work, and nobody candoitforyou.
The Tokens guide explainswhat atokenshowswhenit is scanned and how to switchone off.
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What a company can and cannot see

What acompany cansee about youafteryourespond, what it never sees, and whenit stops
seeing anything.

Onceyougrantacompany access, something of yoursappearsontheirscreen.Thispageis
exactly what that is: what they cansee, what they never see, and what isleft of it onceyouend
theiraccess.

What they see

Arow, and the stateitis in. Yourname, the addressthey know youby, whether they invited you
asone of theirownpeople orfromoutside, how many contactsyouhold, whetheryouhave linked
aSpherumtoken, whenyoulast changed anything, and whetheryouraccessislive. Contactsisa
countand staysacount —it tellsafilled-incard fromanempty one without showing anything
insideit.

Your card, once you have granted access. The fieldsthey asked for, asyoufilled themin,
togetherwithany fieldyouchose to add beyond what was asked. Theirformisthe question; it
doesnotlimityouranswer.

Whatis trueright now. A cardisloaded at the momentitisopened. Change anumbertonight
and theyreadthe new onetomorrow. Thereisonerecord —yours — and everyone youhave
grantedreadsitscurrent state.

Whenever they want to look. While youraccessislive, the people there who have beengiven
thatjob canopenyourcard, andyouare not told whenthey do.

/\ Caution

Acardcanbe printed. The sheet carriesyour contacts, the company’sname and who printed
it,anditisthe one copyyoucannotrevoke. Whatisonscreencloseswhenyouend access;
paperalready filed doesnot.

What they never see

Anything before you grant. Nothingbeyond what the company typed itself whenit invited you
—aname and anaddress. Come throughashared linkand thereisnot eventhat untilyoujoin.

How you signin. If youremployerinvited youasone of theirownpeople, itknowsyouby your
work addressand never sees the emailorphone yousigninwith. If someoneinvitedyoufrom
outside at yourownemailorphone, they know that one — but not anemailorphone youadd or
changelater.



Anothercompany’s card. Eachcompany asksitsownquestionsand youanswer each
separately. A field one company asksfordoesnot appearonanother’'scard, afieldyouaddedfor
one stayswiththat one,and nobodyyouhave granted cansee who else youhave granted.

What used to be there. No earlierversions, no record of what youcorrected. A cardisacurrent
state,notafileonyou.

When they stop seeingit

The moment you revoke. The card closesat once. Yourrow keepsitsplaceintheirlist and shows
asrevoked, and nothing fromthe cardiskept ontheirside. Revoke accesscovershow.

Thirty days later, theirrecord of you is emptied. The window isthere forarevocationyoudid
not mean:insideit, are-invitationsimply reopensthe same row. Afterit, the name and addressthe
company held are cleared, and whatisleftistherecord that yougranted and that yourevoked.

When the company ends itinstead. Acompany canenditsownconnectiontoyou—someone
leaves, acontract finishes. Thatisrecorded asthe company’sdoing, not asyourrevocation,and

itsrecord of youiscleared ninety dayslater. Your owndetails are untouched: they were never the
company’stoclear.

Getting access back means giving it again. Anew invitation,acard to fillin,anew grant.
Nothing resumes, and no previous consent carriesover.
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Revoking access

How torevoke acompany’saccessto yourdetails,and what happensonceyoudo.

Explainshow to revoke accessand what follows.

Howtorevoke

Open yourcard. Signinathttps://app.spherum.ae/my/sphere withyourownemailorphone —
the oneyousigninwith, not the corporate addressacompany may know you by.

Pick the company. If more thanone company holdsaccess, youland onalist of cards, one per
company.Revoking livesinside acard ratherthanonthelist: ending accessisnot something that
should be one tap away fromarow youwere only scrolling past.

Revoke access, and confirm. One button, one confirmation. Youdo not have to give areason,
and the companyisnot asked to agree.

Revoking endsone company’saccessand nothing else. Your other cards carry onexactly asthey
were.

® Note

Thereisnothingtorevoke onacardyouhave not grantedyet — anunfinished card wasnever
shared withanyone.

What happens next

They stop being served your card at once. Intheirlist youappearasrevoked, and opening the
cardreturnsnothing but the fact that the sourceisrevoked. Nothing fromitiskept ontheir side.

Spherumstopsgiving out yourdetailsat the source. Thatiswhat we canpromise and allwe
promise: asheet somebody printed while accesswasliveispaper, and paperdoesnot close.

Your token keeps working. Atokenbelongsto you, not to the company that handed it out, so
revoking acard doesnot switchit off. Scanning it stillshowsyouremergency contacts. Turnit off
under My tokens, whichisaseparate decisiononpurpose.

Thirty days later, theirrecord of you is emptied. The window existsforarevocationyoudid not
mean:insideit, are-invitationsimply reopensthe same card. Afterit, the name and address the
company held are cleared, and what isleftistherecord that yougranted and that yourevoked.



Sharing again means granting again. Askthe company to invite youafresh. That reopensyour
cardforediting, and nothing reachesthemuntilyougrant accessasecond time. No previous
consentresumesonitsown.

What acompany canand cannot see setsout what they had while accesswaslive.

Downloading your data

Beforeyouend anything, youcantake acopy of it. Account -» Download my data buildsafile of
everything Spherumholdsabout youand handsit straight to yourbrowser. Nobody hasto be
asked, and norequest hastobemade:itisyourrecord, so obtainingitisone button.

Thefileis JISON — machine-readable, so it canbe openedinatext editor,read by ascript, or
handedto anyoneyouare giving yourdatato. Itisnamed withyour Spherum D and the time it was
made, and it carries ashort sectionexplaining what each part of it means.

Whatisinit:

¢ Whoyouare onfile: the emailand phone yousigninwith, your SpherumID, and whenthe file
wasproduced.

e Everycardyouhold,company by company:itsstate, whenyougranted, whenaccess
endedifit has, every field value youfilledin, the fieldsyouaddedyourself, and the
corporate addressthat company knowsyouby, labelled astheirsratherthanyours.

e Cardsthatarerevoked, orthat the company hasarchived, the same aslive ones. A card that
endedisstillpart of yourrecord.

¢ Thetokenslinked toyou—listed, neverwiththe key ascanuses.

The fileiseverything about youinone place, whichisthe point of it and also the reasonto keep it
somewhere youwould keep anything else of yourown.

Deleting your account

® Danger

Thisistheirreversible one. It deletesyouraccount and everything Spherumholdsabout you,
forevery company at once. Thereisno waiting period, no undo, and no copy we canrestore
afterwards — anditisentirely your decisionto make.

Deletingisreached fromAccount, not fromany company’s card: what you are deletingisyours,
not theirs. Holding asigned-insessionisnot enoughonitsown —acodeissent to youremailor
yourWhatsApp, and youconfirmwithit. If youhave both, youchoose which. Aborrowed phone
oranopentab cannotend anaccountonyourbehalf.
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What happensinthat moment: every company youhave granted losesaccessat once. Your
detailsare erasedratherthanemptied onatimer. Any tokenyoucarryisreleased —itisaphysical
object, soitisnot destroyed, but scanning it afterwardssaysitisnot active,andit canbelinked to

someone else later.

What eachcompany keepsistherecordthat agrant existed and wasended, exactly asan
ordinaryrevocationleavesit. Nobody seesapersonvanishfromtheirlist,and nobodyistold

whichof thetwo it was.

Take the download firstif youwant acopy. Afterwards thereisnothing left to export.



Adding Spherum to your home screen

How to put Spherumonyour phone'shome screenonAndroid and iPhone, and what changes
whenyouopenitfromthere.

Spherum cansit onyourphone’shome screenlike anapp. It opensstraight onyourcard, without
the browser'saddressbararoundit. Nothingisinstalled fromastore:itisthe same Spherumyou
useinthebrowser.

On Android

Whenyourcardisactive, the card page offers Add Spherum to your home screen. Pressinstall
and confirminthe dialog Chrome shows.

If you pressed Not now, the offerdoesnot come backonthat phone. OpenChrome’smenu( : )
and choose Add to Home screen orinstall app instead.

Youstay signedin: the home-screenapp sharesits sign-inwith Chrome.

OniPhone

Safarihasnoinstallbutton, so the card page showsthe stepsinstead:

1.Tap Share —onneweriPhonesitisunderthe === menu.
2.Choose Add to Home Screen.
3.0OpenSpherumfromthe newiconand signin.

You sign in once more inside the app. OnaniPhone, anapp onthe home screenkeepsitsown
sign-in, separate from Safari’'s. It appears as Spherum app on iPhone among the placesyouare
signedin.

If youdismissed the steps, youcanfollow themat any time: the offeronly explainsthem, it does
nothavetobeonscreen.

What stays the same
It needs a connection. Thereisno offline copy of your card: what opensis alwaysloaded fresh.

Asign-inlasts 14 days fromthelast timeyouentered acode, the same asinthe browser. After
that, it asksforanew code.

Removing the iconremovesnothing fromyouraccount. Your card, your companies and your
tokensstay asthey are.



